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and individuality in the personal sphere will
inevitably lead to social isolation.

How real is this scenario already
today?

Powerful and influential companies pro-
moting inter-departmental user accounts
have been around for several years.

Due to high margins and demand, the
cloud services offered by Amazon under the
acronym AWS already represent one of the
fastest growing and most profitable divisi-
ons of the group. In addition to providing
various database engines and comprehen-
sive big data processing, AWS also offers
companies the ability to manage IAM roles
and user permissions on AWS services and
resources.?

The “Identity Ecosystem” initiative of the
National Strategy for Trusted Identities in
Cyberspace (NSTIC), continued by the Kan-
tara Initiative Inc., aims to create a networ-
ked platform for individuals, companies
and other organizations, to carry out online
transactions with scalable security levels.
"Identity Ecosystem” is a trustworthy ser-
vice provider for digital identities and per-
sonal data, which, for example, gives citi-
zens access to public administration
services. The idea is to enable secure
and uncomplicated login to various
Internet services with a single proof
of authentication.?!

A login technology for various third-party
websites and apps is also offered by search
engine giant Google. The connected online
services can be managed in the Google
account settings. This multiple use of one
single account is highly appealing as cer-
tain functions are only available to registe-
red users. It is generally known that all data
supplied by these connected services can be
stored and used virtually without any res-
triction.b

Therefore, various providers are already
addressing the question of cross-industry
networking and user-friendly provision of
their services. It will be exciting to see what
opportunities will arise from the conflicting
priorities of IoT (Internet of Things), cloud
computing and single sign-on.
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Self-Sovereign
Identity 2.0

Thanks to the well-established
blockchain technology and an
identity wallet, individuals have
regained power over their own
data. The right to privacy and to
informational self-determination
has become a fundamental princi-
ple, and Self-Sovereign Identity 2.0
is gaining acceptance.

It is Monday morning and Julia is on her way
to work. She is carrying a bamboo coffee cup
- and that is already her heaviest “luggage”.
Her backpack holds just her ultra-light net-
book and nothing else. No heavy bunch of
keys, no thick purse. She does not need any of
that, the ring she wears on her left ring finger
allows her to pay for the bus ride and enter the
company premises. This ring actually is a cryp-
tically encrypted, so-called identity wallet,
which looks like a modern piece of jewellery.
The wallet holds several different identities of
Julia, each with different data. Thus, she can
authenticate herself on the bus or at the com-
pany gate and disclose only such information
about herself that is essentially required.

After lunch Julia is in a hurry to her dentist
appointment. She has had a toothache for a
few days and now she got the appointment at
short notice. The doctor diagnoses an inflam-
mation of the roots and enters the results of
the examination into his tablet. Julia is able to
track all medical data which is stored about her
and she can control who gets access to these.
Ever since there were some fatal security gaps,
especially in the health care system, Julia is
particularly sensitive about protecting her per-
sonal data and about deciding herself with
whom she wants to share these.



How did it come to this?

Increasing numbers of data theft and vari-
ous security vulnerabilities in government
and corporate databases heightened peop-
le's awareness of information security issues.
This also led to a growing sensitivity about
the vulnerability of one’'s own data, with the
right to privacy of personal data getting
more and more into the focus of society.
For an individual, the concept of self-deter-
mination will also signify a desire for free-
dom, e.g. with regard to mobility and tra-
vel, with regard to flexibility when deciding
about a place of residence and a job, and
the independent management of one’s own
finances.

“... that any
dissemination of data
requires the explicit
consent of the owner.”

Legislation pushed for better data pro-
tection laws and further regulations. This
enormously strengthened people’s trust in
government decisions and the new techno-
logies, so that the implementation of a holi-
stic and self-determined identity manage-
ment concept was widely supported and
accepted.

One of the minimum requirements was to
ensure that identity holders have full con-
trol over who has access to which of their
data and when, and that any dissemina-
tion of data requires the explicit consent of
the owner. The focus was on a fully integ-
rated data and identity management, which
was always available, and on informational
self-determination - Self-Sovereign Iden-
tity (SSI).
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What are the underlying techni-
cal developments?

The technological viability of these ideas
and concepts was enabled by the further
development of the principle of block-
chain technology. It provided the basis for
a secure, self-determined identity manage-
ment and identity storage. Data that was
previously stored on ID cards, credit cards
and health insurance cards is now being
kept in high-security storage with a decent-
ralized structure.

Write permissions for the respective block-
chain are exclusively held by the members of
non-profit organizations that were set up all
over the world and act as blockchain ope-
rators. The communication and interoper-
ability of the individual blockchains could
be guaranteed thanks to suitable standard-
ization procedures for the so-called Decen-
tralized Identifiers (DIDs), so that individuals
have the possibility to choose their block-
chain themselves.

These organizations enjoy a high level of
trust - not least thanks to the strict admis-
sion requirements. In addition, “Security by
Design” principles for the safe development
of software and hardware technologies have
become legally established as the worldwide
standard, so that data cannot be compro-
mised.

Requesting and releasing data is done
exclusively via the blockchain. Blockchain
ensures data integrity by means of hash
values - a checksum of fixed length, genera-
ted from a long string of data via a mathe-
matical operation - and by means of con-
catenation, and stores them in a decentral
way. In addition, a zero-knowledge proof
can be used to confirm information instead
of transmitting it directly. For example, proof
that a person is over 21 years old can be
provided without communicating the date
of birth or actual age.

Authentication is done via the correspon-
ding DIDs, which are stored on a cryptically
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encoded identity wallet and thus remain
under full control of the owner. Depending
on the application, the corresponding data
is released individually. Every citizen recei-
ves his identity wallet at birth. It serves as
an identification card, a physical key and a
means of payment. In each case, this wallet
only provides the data or information that
the owner has released. The wallets are fail-
safe and protected against overwriting and
hacker attacks in such a way that manipula-
tion is almost impossible. Through authen-
tication via the identity wallet, every citizen
has control over his or her own data, thus
fulfilling the criteria for individualization and
data sovereignty.

What are the risks and oppor-
tunities?

For users of this technological fusion of
identity management and blockchain, iden-
tity autonomy through control over their
own data is clearly in the foreground. Due
to the integrated security mechanisms, data
and identity theft becomes much more dif-
ficult. What is more, the system of decen-
tralized data storage also protects against
unnoticed manipulation or falsification of
the data. For the private and public sectors,
this also opens up the possibility of automa-
ting business processes in an efficient and
cost-effective way.

Citizens experience a greater ease in their
everyday life. Not only do thick wallets with
countless ID cards, bank cards and cash
become superfluous. All those many online
accounts with different log-in data are also
a thing of the past. On the whole, this is a
convenient solution enabled by the identity
wallet.

However, this development also invol-
ves risks, as total security can never be gua-
ranteed. Hackers will always find new ways
to attack data. And the more difficult it
becomes for them, the higher the price. A
lucrative market for criminals is emerging.
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Furthermore, if the entire system fails or if
data is compromised, for example by quan-
tum computers, there is no adequate alter-
native for identification. And recovery would
be extremely costly because of the millions
of people affected.

How real is this scenario already
today?

Since the introduction of the crypto cur-
rency Bitcoin, blockchain or distributed led-
ger technology has been a trend topic that
is omnipresent. There are many use cases
for the blockchain, also in the field of iden-
tity management.

Zug in Switzerland was the first city in the
world to realize a blockchain-based iden-
tity. The digital identity comprises three ele-
ments: First, a digital locker with digital ID,
which is stored in an app on the smartphone
of the respective person. Secondly, the Ethe-
reum blockchain, in which the app creates
a unique, unchangeable crypto address and
links it to the digital locker. And finally, a cer-
tification portal that is administered by the
residents’ municipal registration office. The
confirmation of the identity data is signed
by the city and stored in encrypted form in
the digital locker. The project is still in the
pilot phase. Additional use cases, such as




easy access to e-government services, bicy-
cle rental, park management or book len-
ding without an ID card, are currently being
evaluated.[®

Another example of a Self-Sovereign Iden-
tity is the international non-profit organiza-
tion Sovrin Foundation. In September 2016,
the Sovrin Foundation launched a project
that promotes a blockchain-based self-
sovereign identity network. Sovrin’s plat-
form uses a public permissioned ledger for
its global public service.”? This means that
anyone can use it. It is operated by a con-
sortium of so-called stewards. This ensures
a robust operation and high transparency.
Such SSI networks have great potential to
solve IAM problems in companies.

The InterPlanetary File System (IPFS) is an
example of a new type of distributed data
storage in the form of a high-security sto-
rage system, that aims at connecting all
devices to the same data set. The data does
not have to be stored in the blockchain. The
system works with references that refer to
the corresponding file in the IPFS network.[®

The development of globally uniform
standards is also progressing continuously.
Particularly noteworthy are:

The Credentials Community Group of the
World Wide Web Consortium (W3C)
explores the generation, storage, dis-
play, verification and user control of
access and permissions in the form
of so-called credentials.l’ Creden-
tials are proof, e.g. of certifications,
knowledge or permissions, to other
persons or parties. Each party is enti-
tled to issue credentials to another
party and can decide independently
which issuer he or she trusts.

In parallel, the Decentralized Iden-
tity Foundation (DIF) aims to create
fundamental components of an open,
standards-based, decentralized eco-
system for identities - people, orga-
nizations, applications and devices.[1%
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The open source initiative Hyperledger,
supported by the Linux Foundation, has cre-
ated Hyperledger Indy], a distributed led-
ger specifically designed for decentralized
identity management. Simultaneously to the
Indy project, more open source initiatives in
the area of blockchain technology are being
developed under the umbrella of the Hyper-
ledger Greenhouse.

The topicality of the examples shows how
lively research, development of applications
as well as the worldwide standardization in
the field of blockchain and Self-Sovereign
Identity is currently being conducted.

Self-Sovereign Identity 2.0

Confidentiality

» Integrity

Privacy \\_— J Availability
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Identity Chaos

Individuals and governments lost control over digital and real identi-
ties. Anonymity and disposable identities have become part of every-
day life. Only the individual person knows his or her true identity. Iden-

tity chaos prevails.

What is going to be her name in the digi-
tal world today? Julia eagerly launches the
identity generator. Yesterday she was Gabri-
elle_2IX_O and the day before yesterday she
happened to be called like a future version
of her grandma: Monika_Vf=g3.

For Julia it is already business as usual to
generate a new identity for herself every
day. She needs it to be able to access and
move around in the digital world. This is the
only way for her to watch her favorite series
or read the newspaper — analogous offers
no longer exist. But why the anonymiza-
tion? The reason is simple: it has become
too risky to reveal one's real identity - it will
be stolen a short time later, for incontrolla-
ble and multiple misuse in the digital space.
There have already been cases of identity
theft among Julia’s friends as well. And as
she does not want anyone else to pretend
to be her, she prefers to create a so-called
disposable identity every day.

Disposable identities protect their users
from the negative consequences of identity
theft: hacked social media accounts which
are being used to spread fake news about
imminent attacks. Expensive orders for
goods that are placed under a false name.
Ransom rackets for the release of stolen and
blocked personal data. What scares Julia
most about this is that identifying and
clearing up such scams is virtually impos-
sible.

In the net, therefore, anonymity is key. Com-
munication takes place in secret using pseu-
donyms, and hardly anyone reveals more
than is absolutely necessary about himself.
And this scenario has now become true in
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real life: When Julia looks out her window at
her neighborhood, even though she knows
the names of a few people, she can never
be sure whether these are their real names
or fake ones.

This identity chaos also prevails in work
life. How can Julia’s employer be sure that
she really is Julia? Who or what confirms and
guarantees her identity? Since it is almost
impossible to answer these questions, com-
panies nowadays almost exclusively hire
freelancers. Each day, the freelancers are
given new access rights to the companies’
IT systems, they receive only the information
which is required for the completion of their
tasks, and are only paid if their work was
successful. The result: considerable addi-
tional work for the companies and a cold,
impersonal atmosphere. Julia experiences
this every day - and she already feels like
a machine.
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How could it come to this?

Digitization has been strongly promoted in
all areas in recent years and is considered the
4th industrial revolution - keyword industry
4.0. And like each of the earlier industrial
revolutions, this one also has its dark sides,
which are complex and can unsettle people.

The digital transformation led to a fusion
of the real and the digital world, and to an
increasing threat of data attacks. Appro-
priate protective measures could not be
developed as quickly as required, and exis-
ting government regulations on data protec-
tion and IT security were seen as a hindrance
for Industry 4.0. The legislators missed the
opportunity to make the necessary adjust-
ments to legal regulations in good time and,
in addition, did not provide sufficient fun-
ding to create incentives for the implemen-
tation of better security measures. These
loopholes were misused by criminal orga-
nizations and hacker attacks became more
frequent.

This particularly affected databases and
systems in two areas. On the one hand,
the digital civil registries were concerned:
Although identities were still stored here,
they could no longer serve as a reliable
source. They were hacked too often.

And secondly, the private sector was
deeply affected, due to the inadequate or
non-existing management of user accounts
and registration data on the part of online
service providers. Therefore, the users had
to take care themselves of the complex
administration of logins and passwords.

Insecurity and mistrust in institutions and
companies grew. Everyone was afraid of
becoming a victim of data and identity theft.
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What are the underlying techni-
cal developments?

At first glance, much of the technologi-
cal progress of the digitization boom has
had a positive impact on people’s everyday
lives. Be it the vacuum cleaner, which can
now move around the room on its own, or
the convenient booking of sports courses
via smartphone. But at second glance, the
disadvantages become apparent, especially
the drastic increase in the number of digital
identities per person. Even the sanitary com-
pany in the neighborhood or the sports club
now require a digital identity for the use of
their services.

But the technical safety of all these digi-
tal identities of people and devices has
been severely neglected, with the result that
countless unprotected accounts are readily
accessible on the Internet — an easy prey for
criminal organizations. Since data is consi-
dered the gold of the future, identity theft
and the resulting trade with the stolen data
is a lucrative business. This can have fatal
consequences for those affected.

Related movies

o Ready Player One (2018)

o Who Am I - Kein System
ist sicher (2014)

o V for Vendetta (2005)
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State authorities were unable to counter
this online and offline data trade. As a result
of the attacks and manipulations of the
registry data, they no longer have an over-
view of their citizens and thus no control
over the administration of the population.
Countermeasures such as government sea-
ling off or cooperation between secret ser-
vices are ineffective. On the contrary - the
fight against cybercrime is more like fighting
a Hydra. For every criminal structure that is
blown up, three new ones will come up.

It became obvious that technical progress
was at odds with regulatory and social pro-
gress. As a result, people fled into total ano-
nymity as the last possible form of self-pro-
tection. No more disclosing of personal
data, only anonymous and pseudonymous
communication, and the use of disposable
identities — such was the order of the day.
The result: Only the individual person knows
his or her true identity.

Companies were lagging in this respect,
too. They failed to establish secure and con-
cise administration routines for access and
access rights, and thus became victims of
data theft. In some cases, due to poor secu-
rity measures, even former employees could
easily spy on and pass on company data. The
damage incurred exceeded by a multiple the
cost which companies would have had to
invest in adequate protection.

This situation, combined with the de-
scribed need of citizens for privacy, presen-
ted a completely new challenge for com-
panies. Since they had no certainty about
the identity of their employees, they had
to spend a lot of time assigning tasks to
their employees on a daily basis. And they
could only ever provide them with the mini-
mum level of information and authorizations
required to fulfill the task.
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What are the risks and oppor-
tunities?

An identity chaos of this dimension can lead
to the economic and political collapse of
entire states. In times of insecurity and mis-
trust, criminal energies and machinations
thrive under the protection of anonymity.

“... anonymity as a last
resort for self-protection.”

However, these blatant consequences
may potentially lead to a new beginning -
a "reset” for a new society and world order.
There is a price to pay for order and pro-
tection — but there is also the possibility of
redefining freedom. At the same time, the
concept of disposable identities deserves
a second chance, since a temporary and
anonymous identity has its advantages, for
example for independent journalism.
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How real is this scenario already
today?

Already today people have an average of
7.6 social media accounts?, plus numerous
other accounts at online retailers, banks,
insurance companies and various e-mail
inboxes. The storage of login data and per-
sonal information by all these providers is
both a curse and a blessing. After all, what
would happen if they were no longer as
secure as they were believed to be?

Companies, too, struggle with the nume-
rous accounts and access rights of their
employees. Driven by government regula-
tions, companies are trying to put an end
to the chaos. However, there is often a lack
in sufficient problem awareness, in mature
technological overall solutions, and suffi-
cient budget.

What is more, states, secret services
and politicians are hardly protected against
attacks due to insufficient security measu-
res. Wikileaks is a worldwide known example
for this. To identify the hackers and those
responsible is not easy. Often, they disguise

Convenience(
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their identities, lay false tracks or are living
abroad.

In this context, reference is often made
to the darknet. It is characterized by a cer-
tain dialectic in terms of anonymization and
concealing of identities: On the one hand, it
offers criminals the opportunity to conduct
illicit business in secret. And on the other -
positive - hand, it allows activists and jour-
nalists, for example, to remain under cover,
so that they can carry out valuable educati-
onal and investigative work without fear of
persecution.

To summarize, it can be pointed out that
state-of-the-art identity management -
adapted to the developments described in
this scenario - will be of enormous impor-
tance in the future. Because today, identities
are not only associated to people, but also
to devices. This enormous number of iden-
tities needs to be managed in a qualified,
secure and efficient way to ensure that each
individual is unique. This is a major chal-
lenge that must be confronted by new ideas
and technologies at an early stage.

Identity Chaos

Confidentiality

NN

Privacy \ =
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Total Surveillance

Each individual and all technical devices are recorded in a governmen-
tal register and can be located at any time. Any manual authentication
is eliminated due to networked monitoring systems.

Julia is under observation. And everything
she does has consequences. While Julia is
on her way to her employer, her computer
is automatically booted up at her workplace.
The operating system logs her on indepen-
dently and opens the document she edited
last. Because Julia has been monitored by
cameras since she left her private property,
the state surveillance system has been able
to provide her company with all the required
information. A personal, manual authentica-
tion by Julia herself is no longer necessary.
As soon as she enters the company premi-
ses, her identity is registered and confirmed
by the cameras and she is given access. Julia
neither needs to carry an access card with
her, nor does she need to remember any
access data.

sadnesx

fear

During her lunch break, Julia wants to
go shopping. And even that she cannot do
unobserved. Upon entering the shopping
center, her entire personal sales history is
called up and processed in the background.
Subsequently, all offers identified as rele-
vant are displayed on the corresponding
product shelves as a hologram projection,
at her personal price, so that she can make
targeted purchases.

In the afternoon, Julia prefers to work at
home. Here, she still has a certain amount
of privacy because the state camera sys-
tems can only follow her up to her front
door. Here, authentication at her workplace
is done by capturing comprehensive biome-
tric data through the end device, which pre-
vents abuse by third parties.
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How could it come to this?

The world in 2040 has become a place of
total control and surveillance. In recent
years, growing social injustice led to great
unrest. As political movements have become
increasingly radical and violent, the number
of terrorist attacks worldwide has grown.
More and more people no longer felt safe
even within the privacy of their own four
walls. Those who could afford it preferred to
live in gated communities. The states recog-
nized that they were threatened by a loss of
control over their own citizens - this was the
starting point for a life in surveillance. Wel-
come to the world of security and control.

“Seamless surveillance
of people is
happening 24/7...”

It was not particularly difficult to get peo-
ple on board by saying “Better to feel secure
than living in an insecure freedom”. In such a
society in fear, who would put data protec-
tion laws above the protection of their own
family? Consequently, governments intro-
duced safety policies regardless of personal
rights. They abandoned the wishful thinking
of a joint, multilateral approach to globaliz-
ation and preferred to close bilateral agree-
ments. In some cases, patriotic tendencies
resulted in total isolationism. When peo-
ple no longer feel comfortable in their own
state, they will hardly expect a multi-state
government to get a grip on the problems.
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What are the underlying techni-
cal developments?

The answer in a nutshell: artificial intel-
ligence in conjunction with a well-networ-
ked camera system. Seamless surveillance
of people takes place around the clock and
begins when they enter public space. Only
the private property is excluded from this.
If necessary, other means of identification
are being used there, such as biometric data
capture using face recognition or finger-
prints. The state-operated cameras accom-
pany the citizens through their everyday life
and know the current location of each per-
son and all devices. They know who has just
left their home, is waiting for the train or
is entering a dental practice. The system is
also able to identify hologram cell phones,
smartwatches or other technical devices
and allocates them to the users. The came-
ras communicate with one another and con-
stantly exchange information. If a crime is
committed, the culprit is identified within
seconds, any identity concealing measures
will be ineffective. Even a new hairstyle, a
large sun hat or a change in facial expres-
sion due to a Botox treatment will not affect
the efficacy of the biometric data analysis.

Related movies

o The Circle (2017)

o Minority Report (2002)
o Gattaca (1997)

o 1984 (1984)
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This technology is also being used for
the private sector. Each company has its
own monitoring system that communicates
with the state system. This makes additio-
nal authentication of employees obsolete,
as the state cameras transmit the arrival of
the employee to the company’s internal sys-
tem. The cameras are installed everywhere
in the companies and track the employee
at every turn. The company’s equipment is
also integrated into the surveillance system.
If a person attempts to misappropriate data
at his or her workplace or to carry out unau-
thorized actions, this is immediately recor-
ded, documented, processed and an alarm
is triggered by the device. Due to constant
monitoring, access to sensitive data no lon-
ger needs to be specially protected and the
potential danger of data misuse is elimina-
ted. All collected data is specially protected
by the state. Only the minimum required
data is transferred to third parties in certain
cases, and this is strictly monitored.
Employees do not need to worry that the
employer will learn about their leisure activi-
ties through the connection with state moni-
toring. The linking of the systems serves only
for authentication purposes. The situation is
different when entering a shopping center:
By entering a center, each person automati-
cally gives his or her consent to the proces-
sing of private data on previous purchasing
behavior.
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What are the risks and oppor-
tunities?

A world, where everyone can be perma-
nently located, provides all citizens with a
feeling of security and is an opportunity to
fight terror. In return, citizens lose control
and protection of their personal data, as pri-
vacy is severely restricted. The home beco-
mes the last place of retreat.

“Permanent surveillance is
very convenient for the
citizens as well.”

On the other hand, permanent monitoring
is very convenient for citizens. Memorizing
passwords or carrying ID documents be-
comes obsolete, since individuals can be
identified and authenticated at any time. A
relief for everyone.

In addition, this instrument of power
allows the state to retain control over citi-
zens, potential criminals, and those entering
and leaving the country, but it also involves
the burden of daily processing enormous
amounts of data collected and to carry the
costs. Nothing more than a power failure in
some parts of the city could cause chaos
that the state could no longer control.




How real is this scenario already
today?

At first glance, the scenario described may
seem like a distant vision of the future. But
on closer inspection it becomes clear how
close to reality this model is already today.

In England, surveillance cameras have
been part of everyday life for years. Their
cost is estimated at 250 million pounds per
year, but they are intended to provide secu-
rity for people and make it easier for the
police to catch criminals. However, these
cameras cannot assign people to a register
based on biometric recording.3 14

Other cameras in our everyday lives can
already recognize faces and can thus unlock
cell phones. Face ID or biometric data cap-
ture allows people to enter the country
through camera-operated access locks at
airports.

Customers at the Amazon Go Store in
Seattle will experience a camera-monitored,
cashless shopping experience. The camera
system and various sensors on shelves feed
a learning algorithm that assigns the pro-
ducts removed to the respective customer
and automatically deducts the price from his
account. The shopper does not have to show
the products again or scan them. %5 16l

This type of monitoring allows
shopping from the shelf directly into
the shopping bag already today.
Beyond that application, intelligent
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monitoring systems of larger dimensions
already exist.

China’s plan for the “social credit sys-
tem” starting in 2020 comprises a biomet-
ric recording of entire cities. To this end, test
cities such as Rongcheng have already been
equipped with an all-encompassing surveil-
lance system of their citizens. For example,
anyone who crosses a red light is recorded
and points are deducted from their social
account. A low score can have serious con-
sequences, including higher interest rates on
loans or even job loss.[17: 18]

Drivers for such developments are start-
ups such as Megvii, whose cameras make
biometric facial recognition possible with
the help of artificial intelligence.’® 29/ None
of their employees still need an ID card
when entering the company premises. The
cameras check the data in the background
and give them access as appropriate.

All these examples show the extent to
which humanity is already controlled and
monitored today. But the road to total sur-
veillance is still a very long way to go.

Total Surveillance
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Conclusion

A scenario is, by definition, the descrip-
tion, design, or model of a sequence of pos-
sible events, not a forecast. Our four IAM
future scenarios should be seen in light of
that definition: They each describe a pos-
sible future for Identity & Access Manage-
ment. Even if each of the four IAM scena-
rios is presented as a stand-alone concept,
mixed forms made up of several scena-
rios are of course also conceivable.

The Mega Corporations scenario descri-
bes how large corporations can gain sover-
eignty over our identities and enable admi-
nistration to be as “convenient” as possible.
The Self-Sovereign Identity concept illus-
trates the potential of blockchain techno-
logy in terms of regaining informational
self-determination for individuals, com-
panies, and institutions. The scenario of
Identity Chaos and the situation descri-
bed therein has shown us what can hap-
pen if this fails. The problems can at least
partially be contained by the so-called
disposable identities. In the last scena-
rio, we investigated a future characteri-
zed by Total Surveillance, where nothing
and nobody remains unobserved - but on
the other hand, nobody needs to remem-
ber passwords or carry ID cards anymore.

The future always evolves from the pre-
sent. With this idea in mind, we have inves-
tigated how real each of the scenarios
is already today. The answers show that
the scenarios are by no means pure fan-
tasy products or fiction, but that the bree-
ding ground for the described develop-
ments already exists today. IAM is a current
challenge in everyday life that affects ever-
yone - large corporations, small and medi-
um-sized enterprises (SMEs), govern-
ments, institutions and private individuals.

Therefore, we should remember Oscar
Wilde, whom we quoted in our introduction
to the four IAM future scenarios, encouraging
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us to identify the opportunities, potenti-
als, and dangers of the future before they
become apparent. However, the scenarios
and the situations described herein make us
realize that it will not be enough to “just” be
aware of developments - the decisive step
will be to apprehend the existing possibi-
lities and to implement the right measures.

This thought is reflected in ano-
ther quote (by Alan Kay), which can
be seen as a unifying semantic bra-
cket encompassing all these scenarios:

“The best way to predict the
future is to invent it.”
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